APPENDIX 1

CASE PREPARATORY ACADEMY
Internet Safety Policy

The Board of Directors has adopted the following policy with respect to Internet
safety. The School shall employ technology protection measures that: (a) prevent user
access over its computer network to, or transmission of, inappropriate material via Internet,
electronic mail, or other forms of direct electronic communications; (b) prevent unauthorized
access, including but not limited to “hacking”, and other unlawful online activity; (c)
prevent unauthorized online disclosure, use, or dissemination of personal identification
information regarding minors; and (d) comply with the Children’s Internet Protection Act.
All computers are to be used in a responsible, efficient, ethical and legal manner.
Failure to adhere to this policy and the guidelines below will result in the revocation of
the user’s access privilege. Unacceptable uses of the computer/network include but are not
limited to:

1. Violating the conditions of the state or federal laws dealing with students’ and

employees’ rights to privacy;

2. Using obscene, profane, lewd, rude, inflammatory, threatening, derogatory, or other
language that may be offensive to another user;

Reposting (forwarding) personal communication without the author’s prior consent;

Copying commercial software in violation of copyright law;

Harassing another person;

Posting false or defamatory information;

Plagiarizing information found on the Internet;

Using the network for financial gain, for commercial activity or for any illegal

activity;

9. Accessing, viewing, and/or transmitting inappropriate material;

10. Damaging technology devices or systems;

11. Using technology to disrupt the educational process, or in violation of this policy;

12. Unauthorized disclosure, use and dissemination of personal identification information
regarding minors; and

13. “Hacking” or gaining unauthorized access to other computers or computer systems, or
attempting to gain such unauthorized access.
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To the extent practicable, technology protection measures (or “Internet filters™) shall be
used to block or filter Internet, or other forms of electronic communications, access to
inappropriate information. Filtering, or blocking, is applied to visual depictions of material
deemed obscene, child pornography, or to any material deemed harmful to minors. The filter

serves to block minors from accessing inappropriate matter on the Internet and the World Wide
Web.

The technology protection measures may only be disabled by an authorized person and
only for bona fide research or other lawful purposes.
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Additionally, it shall be the responsibility of all members of the staff to educate,
supervise and monitor appropriate usage of the online computer network and access to the
Internet and ensure that the same is in accordance with this policy, the Children’s Internet
Protection Act, the Neighborhood Children’s Internet Protection Act and the Protecting Children
in the 21% Century Act. To the extent feasible, the School shall take steps to promote the safety
and security of users of the School’s online computer network when using electronic mail, chat
rooms, instant messaging, and other forms of direct electronic communications.

The School will provide age-appropriate training for students who use the School’s
Internet facilities. The training provided will be designed to promote the School’s commitment
to:

a. The standards and acceptable use of Internet services as set forth herein;

b. Student safety with regard to:

1. Safety on the Internet;
ii.  Appropriate behavior while online, on social networking Websites, and in chat
rooms; and
iii.  Cyberbullying awareness and response
¢. Compliance with the Children’s Internet Protection Act

The School makes no warranties of any kind, either express or implied, that the functions
or the services provided by or through School’s network will be error-free or without defect. The
School will not be responsible for any damage users may suffer, including but not limited to, loss
of data, interruptions of service, or exposure to inappropriate material or people. The School is
not responsible for the accuracy or quality of the information obtained through the system. The
School will not be responsible for financial obligations arising through the unauthorized use of
the system. Users or parents of users will indemnify and hold the School harmless from any
losses sustained as the result of misuse of the system by user.

The use of technology is a privilege and an important part of the School’s overall
curriculum. The School will, from time to time, make determinations on whether specific uses of
technology are consistent with School policies for students and employees of the School but does
not warrant that the technology resources will meet any specific requirements of the student or
other users, or that it will be error free or uninterrupted. The School always reserves the right to
monitor and log technology use, to monitor file server space utilization by users, and examine
specific network usage (as may be deemed necessary) for maintenance, safety or security of the
technology resources, or the safety of the user.

A user who violates this Policy, shall at a minimum, have his or her access to the
computer network and Internet terminated, which the School may refuse to reinstate. Violation
of this Policy may include the user permitting another to use his or her account or password to
access the computer network or Internet, including any user whose access bas been denied or
terminated.



DEFINITIONS
For purposes of this Policy:
A “minor” is anyone under the age of 18.

“Harmful to minors” means any picture, image, graphic image file or other visual depiction that:

(a) taken as a whole and with respect to minors, appeals to a prurient interest in nudity or sex; (b)
depicts, describes, or represents, in a patently offensive way with respect to what is suitable for
minors, an actual or simulated sexual act or sexual contact, actual or simulated normal or
perverted sexual acts, or a lewd exhibition of the genitals; and (c) taken as a whole, lacks serious
literary, artistic, political, or scientific value as to minors.

“Technology Protection Measure” means a specific technology that blocks or filters Internet
access to visual depictions that are:

1. Obscene, as that term is defined in Section 1460 of Title 18 of the United States
Code;

2. Child Pornography, as that term is defined in Section 1226 of Title 18 of the United
States Code; or

3. “Harmful to minors.”

“Sexual act” and “sexual contact” have the meanings given such terms in Section 2246 of Title
18 of the United States Code.



